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Manna House Counselling Service
(MHCS)

Confidentiality & Data Protection - Client Contract


Date			22/03/23
Review Date 		27/03/24, 19/03/25, 29/09/25, 25/03/26
Next Review Date	March 2027

What information we hold about you and why

1. The Information we will hold
1.1	 In order for us to be able to fulfil our responsibilities as a Counselling Service we will need to record certain information about you. This information includes:
· your name 
· address 
· contact details i.e., landline, mobile numbers and e-mail addresses
· GP Practice. 
1.2	 	We will also take personal details that are relevant for counselling such as:
· medical information 
· relevant aspects of your personal, social and family history (that you choose to share with us).
· counselling session notes – see below (Information about your counselling sessions and our work together).
1.3 	The information will be retained on our dedicated digital Client Relationship Management (CRM) system, Lamplight. This is a secure CRM system for charities which provides safe database management and reporting. Any hard copy/paper notes are stored in separate locked filing cabinets at our base office (keeping your name and contact details separate from the client/counsellor notes).
2. Why we need this Information
2.1 	Your contact details will be used to contact you. Other personal data such as your name, address and/or date of birth will be used to verify your identity if the need ever arises. 
2.2 	This personal information will be held for a period of seven years after your counselling finishes or unless we mutually agree a decision to retain it for longer or where we believe that it is in your best professional interests to do so. 
2.3 	In the event that your counsellor is incapacitated, your contact details alone will be shared with a supervisor or other senior member of staff so that they can contact you to explain the situation and discuss options.
3. Information about your counselling sessions and our work together 
3.1 	Your counsellor will record notes of each therapy session under an identifying code or first name only or initials. These notes will be a brief factual record of the session. This set of notes will include any agreements made with regard to, for example, cancelled sessions or changes to the way the therapy is conducted. The notes are held in protected files either digitally on Lamplight or in a secure filing system. 
3.2 	These notes may be shared with a counsellor’s supervisor for the purposes of maintaining professional standards and helping a counsellor’s professional development (your name, address etc. will not be used).
3.3 	MHCS may make information from these notes available to legitimate Third Parties under the following conditions: 
· Receipt of a request from you or your representative, and where the release of the notes is not judged by MHCS as likely to cause you significant harm or harm to another person for example, to an insurance company, employers etc.
· Where there is a specific legal requirement for MHCS to do so for example, a request by a court.
· Where there is an ethical duty for MHCS to do so, for example, to avoid serious harm to yourself or another person, including the safeguarding of children or vulnerable adults. 



4. Records of contact between us 
4.1 	Your MHCS counsellor may hold your name and telephone number on their mobile phone in case they need to contact you for example, to cancel or change an appointment at short notice. Your number will be deleted from their phone when counselling finishes. Counsellors’ phones are password protected. MHCS has a mobile phone for text messaging purposes only. This is stored securely when not in use. 
4.2	 If MHCS have agreed with you to communicate by text or by email, these records may be kept for the same duration as your counselling notes.
5. Your Rights 
5.1 	You have the right to ask to see any information held by MHCS about you. To do this please either ask your counsellor or submit a request in writing for the attention of the MHCS Data Protection Officer. You also have the right to ask for information that you believe to be incorrect to be rectified. MHCS will endeavour to respond to a request within four weeks.
5.2	If these notes contain references to other individuals, these may not be available to you, as protection is also granted to third parties. For example, if your file includes a letter or additional information from the person responsible for your clinical care, usually GP or psychiatrist, consent from the relevant practitioner will need to be obtained first before sharing this with you.
5.3 	If MHCS becomes aware of a situation where your personal information may have accidently or maliciously been obtained by a Third Party, you will be notified within three days. 
5.4 	If you are concerned about the way that your information is being held, please discuss this with your counsellor. If you are still unhappy, you have the right to complain to the MHCS Data Protection Officer in writing c/o The Manna House, UoN Innovation Centre, Green Street, Northampton NN1 1SY.
5.5 	If you remain unhappy with this response, please contact the Information Commissioners Office (ICO). You will find further information at: https://ico.org.uk/concerns/ 
5.6	MHCS is registered with the ICO: 
	ICO: 09910317021
	Organisation name: Manna House Trust
	Registration reference: ZA418387

6. Agreement 
6.1	 Please sign the application form to indicate that you agree that your personal information will be held for the purposes of counselling with MHCS. Without your agreement to MHCS holding your personal information, it will not be possible to proceed with counselling.

7. Code of Ethics
7.1	All counsellors adhere to the Association of Christians in Counselling (ACC) and/or the British Association of Counselling and Psychotherapy (BACP) Ethical Framework for Good Practice in Counselling. Copies are available on request.
7.2	All counsellors work according to MHCS Mission, Ethos and Values (2024). Copies are available on request.

8. Security
	8.1	All notes and records of client sessions are kept securely on the MHCS CMR 	electronic system Lamplight for Charities ©2026. The Information Security 	management system meets the internationally recognised ISO27001 standard, 	ensuring all data is securely protected. Within Lamplight all data is encrypted on 	servers and is backed up daily. Amazon AWS data centres are used in the UK and all 	systems are continuously monitored:
		ISO/IEC 27001:2022
		Lamplight Database Systems Ltd
		C/o Accounts and Legal
		81, King Street
		Manchester
		Greater Manchester
		M24AH
		United Kingdom
		Certificate Number: IS 793520

	8.2	The development and hosting of a software solution for charities, and associated 	implementation, training, data migration, support, and other services. All internal 	business information and system are also in scope. This is in accordance with the 	Statement of Applicability; v1.0
	8.3	Any MHCS client manual/hard copy records/notes are kept in locked cabinets at 	MHCS office at the Innovation Centre, Green Street, Northampton NN1 1SY. Any 	counselling notes kept use only the client’s MHCS Number and the client’s name is 	not disclosed. The client’s personal details (not counselling notes) are stored in a 	separate locked cabinet.

9. Retention Protocol
	9.1	In the UK, counselling notes are generally retained for seven years after the end of 	therapy to cover potential legal, insurance, or complaint claims. For children, 	records are often kept until they turn 18 years old, plus an additional 7 years. Secure, 	anonymised storage is mandatory, with records destroyed securely afterward. 
	9.2	Prior to 31 March 2026 and the full introduction of the digital CMR system Lamplight 	(migration started on 15 July 2025), MHCS routinely destroyed all hard copy paper 	notes upon the third anniversary after counselling had ended. Thus, MHCS 	maintains in archive only those hard copy/paper client notes from May 2023 to 	present. 

10. Summary Key Retention and Storage Guidelines
	10.1	Duration: The industry standard is 7 years for adults, allowing for breach of contract 	claims (6 years) plus a 1-year buffer.
	10.2	Children/Minors: Notes kept until the client turns 18, and then for a further 7 years. 	MHCS does not currently work with children/minors.
	10.3	Storage Methods: Physical notes are kept in locked filing cabinets. Digital notes are 	password protected and encrypted.
	10.4	GDPR Compliance: Data is not kept longer than necessary and MHCS has a clear 	retention policy.
	10.5	Data Protection: MHCS is registered with the Information Commissioner’s Office 	(ICO).
	10.6	Client Rights: Clients have the right to request access to their notes via a Subject 	Access Request (SAR). 
	10.7	Best Practices for Notes: Anonymisation - contact details are stored separately 	from clinical notes.
	10.8	Content - focus is on factual information, themes, and actions taken (e.g., referrals) 	rather than personal interpretations.
	10.9	Destruction - secure methods are used (e.g., shredding) that prevent access or 	recovery. 

Resources:
https://ico.org.uk/
https://www.acc-uk.org/about-acc/ethics-policies-and-governance/
https://www.pcpb.org.uk/
https://www.bacp.co.uk/events-and-resources/ethics-and-standards/ethical-framework-for-the-counselling-professions/
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