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Summary

GDPR enhances peoples’ rights to control the information that is held about them. It also increases
the accountability of those who obtain, hold and process personal information to ensure that it is
held securely and confidentially. Data must only be held for legitimate purposes. There mustbe an
accurate sophisticated filing system held in secure lockable, fireproof containers.

Data includes paper and electronic personal information as well as sensitive data - information
related to race, ethnicity, sexual or gender orientation, religious beliefs, and mental and physical
health status. Electronic information needs to be password protected and backed up where
possible.

Legal basis for holding personal data

e (Consent:- the client consents to the holding of their data, for the purposes of establishing
a professional counselling relationship and for a defined amount of time.

e Contract:- the details that MHCS hold are necessary to establish the counselling contract.

e |Legitimate Interest :- the data will be processed in order to fulfil professional expectations
of the counselling role, duty of care, legal obligations and regulatory processes.
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One of the first questions which organisations (“controllers”) involved in processing personal data
should ask themselves before undertaking the processing is “What is my reason or justification for
processing this personal data?” This is of key importance because any processing of personal data
is only lawful where it has what is known as a ‘legal basis’.

Article 6 of the General Data Protection Regulation (GDPR) sets out what these potential legal
bases are, namely: consent; contract; legal obligation; vital interests; public task; or legitimate
interests.

Article 6 GDPR, lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following applies:

a) the data subject has given consent to the processing of his or her personal data for one
or more specific purposes;

b) processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a
contract;

c) processing is necessary for compliance with a legal obligation to which the controller is
subject;

d) processing is necessary in order to protect the vital interests of the data subject or of
another natural person;

e) processing is necessary for the performance of a task carried out in the public interest or
in the exercise of official authority vested in the controller;

f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the interests
or fundamental rights and freedoms of the data subject which require protection of
personal data, in particular where the data subject is a child.

Client Records

Explicit consent will be obtained from individuals whose data will be recorded and processed.
Individuals will be informed through the Service Contract regarding the purposes for holding the
data, how it is processed and how long it will be retained. Individuals will be notified regarding the
safeguards that are in place to protect their data and their rights to access and amend their data.
They will also be notified regarding limits to confidentiality, time limits for destruction of their data,
and the provision for complaint and redress.

Counsellors are responsible for ensuring that contact details are correct and that their client
records present an accurate and relevant recording of each session. The use of the electronic CRM
system Lamplight is mandated. This can be accessed on MHCS computers, laptops and tablets. It
must not be accessed via personal mobile smartphones. Any manual records should be ordered
and sequentially dated. These must be stored at the MHCS Office. Clear guidelines are given to
counsellors with regard to the securing of records when not in use - e.g., at the end of the day, at
lunch time, in an empty office.



Waiting List Policy

If at the end of the waiting list period a person making an enquiry does not become a client, there is
no legitimate reason to retain their information and the information will be shredded.

Requests for Data Access

The system to deal with individual requests is outlined by way of a supplementary statement to the
contract.

How a request from a client to view or release their counsellor/client notes will be responded
to:

Individuals have a right to access all the information held about them, without charge, except in
special circumstances where this may cause harm to a client - you are advised to seek legal and
ethical advice in this circumstance.

A request from a client to view their notes must be responded to within four weeks of the request.
A counsellor may wish to discuss their response with their supervisor first. Arrangements will need
to be made to provide the client with the notes in the presence of their counsellor.

Requests for amendments to the client notes must be logged and the amendments made in
accordance with professional judgement - any concerns must also be noted. Care must be taken
to redact information that refers to all third parties as protection is also granted to third parties.

How a request to view or release counsellor/client notes from outside bodies will be
responded to:

Arequest (by social services, court, solicitors, etc.) to view or release client notes must be referred
to the appropriate counsellor and/or supervisor who may seek prior advice from the indemnity
insurance provider’s legal helpline. Documents may then be released by a counsellor/supervisor
where satisfactory documentary evidence is produced showing that they are required for legal
proceedings, or in response to a Court Order. A counsellor must seek written consent from the
individual to pass on the information. If consent is given a counsellor must remove any information
relating to third parties before releasing client notes. Client notes may then be photocopied and
sent by secure transit method (e.g., recorded post).

How a request from a client to provide information about them to an outside body will be
responded to:

Written consent to write a letter about the client must first be obtained from a client. If it is

appropriate the letter requested can then be given to the client. If in any doubt about a request
and/or how to respond a counsellor should discuss this with their supervisor.

Responses to ‘the right to be forgotten’

Where possible MHCS will endeavour to meet the request for an individual’s data to be forgotten
and to revoke their consent to their data being processed, however, there may be some



circumstances in which the request may be denied. For example, the data may need to be kept on
potential legal grounds or for contractual reasons.

Computer Antivirus Software

A professional product that protects web traffic and prevents ransomware is recommended.

Data Users

Data users are those who have authorised access to personal data. Data users include
administrative staff, counsellors, and supervisors.

Staff Records

Staff records are also subject to GDPR. This includes telephone numbers, emails addresses and
home addresses, etc.

Student Records

Student records are subject to GDPR. This includes all personal information held in past course
papers, etc. It also includes information held on computer and paper records and student data that
is sent to Association of Christians in Counselling (ACC).

General Data Processing Policy

Viewing data
All staff are informed regarding personal information relating to paper and electronic records that:

No paper files will be left unattended and without appropriate precautions being taken.

Electronic files will be closed or locked when staff are away from their desks to avoid unauthorised
access.

Where appropriate staff may require a username and strong password which will be held securely
to ensure backup access if required.

Retaining data

All records will be kept for no longer than necessary (in accordance with regulatory guidelines, and
insurance requirements this will usually be three years at the end of counselling) and only for
legitimate purposes.

A review of the retention policy — with a client’s consent - will be made should something emerge
in the counselling process that might indicate that it is in the best interests of client to hold for the
data for longer, or shorter, than the standard length of time.



Amending and deleting data

Individuals have the right to have incorrect data deleted or rectified. In the first instance individuals
can apply to their counsellor. If this is not possible, or the individual is not happy with the response,
they will be advised to put their complaint in writing to the head of the MHCS.

Disposing of data

All personal data that is no longer required for legitimate purposes will be shredded by the
counsellor, supervisor or staff member who holds responsibility for disposal at the end of the
required retention period. MHCS have defined a confidential waste disposal process and all staff
are made aware of the process and monitored for compliance.

Transferring data

Personal information that is sent by post (e.g. student records for ACC; notes required for court
hearings) will be sent or delivered in secure packaging by ‘recorded post’ or ‘signed for’ delivery.
The sender will make a follow-up enquiry to ensure receipt, where necessary, and make a record
of the receipt accordingly. Where sent as a memory file an encrypted, password protected, memory
stick will be required. At all times only the minimum amount of data required will be sent.

Transmitting data

Given the right to data portability MHCS staff will use secure methods to transmit personal data as
appropriate. Staff will consider, prior to release, whether transmitting data would adversely affect
the rights and freedoms of third parties. All staff are made aware of the requirements for secure and
safe transmission of data, including by computer, telephone or other electronic record. Computer
systems are protected by anti-virus software and password protected. Telephone calls are made
under confidential conditions at all times.

Shared Data Protection
Al MHCS staff share responsibility for:

e reviewing, assessing and managing risk

e after-hours desk sweep

e maintaining a record of requests for access to information
e logging and responding to issues as they arise.

Senior members of staff are in addition responsible for:

e auditing data (by survey or information audit to determine which business functions create
certain records) to determine the security classification of information

e ensuringthatrecords are vital, adequate, relevant and not excessive so as not to infringe on
privacy

e overseeing the restriction of data and restriction processes

e reviewing storage of records in relation to environmental hazards

e reviewing controlled access and ensuring that unnecessary data is deleted or put beyond
use

e ensuring that the MHCS staff remain GDPR compliant (to include assessment and checks
of knowledge and procedures)

e ensuring regular training of staff

e raising awareness of GDPR.



Data Breaches

Senior staff will maintain an internal data breach log and be responsible for ensuring that where
necessary breaches are reported to the ICO. A senior member of staff will decide how data subjects
will be informed if they are at risk as a result of the data breach (especially if this is not possible
through the individual’s counsellor). MHCS will respond to any data breaches within 72 hours.

Disaster Recovery Processes

Senior members of staff are responsible for regularly reviewing processes and storage to ensure
that adequate controls are in place in the event of a disaster (fire, flood, damp, theft, hardware
failure, etc.) Damage limitation will be exercised in such a way that the service will be able to
continue in the event of a disaster and outlined in a Business Continuity Plan. Where possible, data
back-ups will be stored securely off site.
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